Assistant Vice President, Information Security
Reporting to the SVP/CIO and overseeing staff members on the Information Security team, this
position is responsible for the design, development, implementation, and operational management
of the credit union’s information security program. Supervises, supports, and provides guidance and
training for the Information Security Analysts.
The Duties and Responsibilities of this position are as follows:
• Identify protection goals and objectives consistent with the credit union’s strategic plans.
• Develop, implement and monitor a strategic, comprehensive information security and IT
risk-management program that satisfies legal and regulatory compliance.
• Develop, maintain and document controls and processes to achieve the credit union’s security
objectives, and oversee operation of those controls.
• Develop and document information security policies, standards and practices.
• Develop, implement and manage security monitoring processes.
• Identify security risk, administer solution implementation, provide oversight and application of
security architecture and emerging technologies.
• Coordinate security incident responses, including monitoring and assessing security events.
• Design and manage ongoing security awareness, training and testing programs.
• Lead, support and guide the Information Security staff, offering feedback and development on
a regular basis.
The qualifications and requirements are:
• Bachelor’s Degree in Computer Science, Information Security or other related field required,
or equivalent combination of education and experience.
• Certified Information Security Manager (CISM) or Certified Information Systems Security
Professional (CISSP) or preferred.
• Maintain a high level of knowledge and procedural expertise in all areas of responsibility.
• Thorough working knowledge of applicable laws, rules and regulations and industry standards
pertaining to financial institutions (GLBA, PCI, FFIEC, etc.).
• Excellent knowledge and understanding of state, federal and NCUA regulations pertaining to
information security.
• Strong working knowledge of enterprise information security governance.
• Experience with conducting a variety of risk assessments, from individual applications to
enterprise assessments.
• Prior experience in a financial institution preferred.
• Strong analytical, problem solving, organizational, and planning skills.
• Project management skills.
• Must be bondable by the credit union’s insurance agency.

Page 1 of 1

